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Abstract
Traditionally, member states alone are responsible for providing appropriate safeguards
for personal information collected and processed for State security, defence and criminal
law purposes. The European Union (EU) has (theoretically, at least) no legal basis to
introduce EU wide rules on the use of personal information for third pillar purposes.
Indeed, the EU’s central legislation on the protection of personal data, Directive
95/46/EC,1 specifically excludes the application of the Directive to any activity
“concerning public security, defence, State security ... and the activities of the State in
areas of criminal law”.2 The same principle has been reconfirmed (albeit indirectly) in the
European Court of Justice’s February 2009 decision, Ireland v Parliament and Council.3
Conversely, as noted in the Hague Programme4, the exchange of personal information in
the framework of police and judicial cooperation in criminal matters (proposed in the
Programme) should be supported by clear rules to protect fundamental rights (including
personal data protection). In this context, in November 2008, the European Council
approved Framework Decision 2008/977/JHA on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matters.5
This Framework Decision has had a mixed reception. Data protection experts (including
the European Data Protection Supervisor6) consider that this Framework Decision does

not go far enough to protect citizens’ personal information in the context. Others argue
that this is actually as far as the European Council could legally go.
This paper examines whether this Framework Decision can be seen as a start of an EU
take-over of an area previously reserved to Member States and the implications of such a
shift in competence. It reviews the background to the Framework Decision, the disparate
collection of data protection rules for personal data collected in the context of criminal
and security matters within the Member States and cross-border law-enforcement
organisations (such as Europol and Eurojust) and the recent European Court of Human
Rights decision (in S and Marper v UK7).
The paper argues that the Framework Decision is a disappointingly weak legal instrument
and would have been preferable had the EU taken a stronger lead in this area. The
lukewarm approach seen in this Framework decision does little to encourage Member
States to achieve a better balance between the protection of fundamental rights and the
needs of law enforcement and security. Yet it is, arguably, only a matter of time for the
EU to accept responsibility for this area. It will do so, ironically perhaps, not to protect
citizens’ fundamental rights but to prevent the creation of further barriers within the
market for the exchange of personal data.
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